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Abstract

This paper describes how function call graphs can be generated during run-
time. Solutions for C-programs and Perl scripts are shown.
It is recommended that one use a PDF viewer with high zoom-in capability since
some graphs require in-depth zooming.
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1 Introduction

Generating call graphs from binary files to understand theirexecution flows has
a history in reverse engineering and binary auditing [2], [9]. Also in the source
code auditing world such call graphs can be very helpful. In particular if one is
interested into analyzing which part of code is executed with which permissions
or whether certain functions are called prior to authentication routines.
The new-finstrument-functionsswitch of GCC allows for easy generation of such
call graphs for C-programs. Also scripting languages such as Perl have powerful
mechanisms which allow for the generation of call graphs at runtime.

2 Related Work

Much work has already been done to visualize software and itsdependencies and
structure. However most of the work covers static analyses [9],[11] or describes
theoretical approaches how to handle the software’s complexity, software main-
tenance and its graphs [12]. Also for host-based Intrusion Detection Systems the
visualization and normalization of software is quite important [11].
Representing running software as call graphs or in some other human-readable or
script-readable form seems to be an interesting topic and worth some research.

1A preliminary version of this work has been presented in several workshops in 2005.
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3 Call Graphs for the C language

There are commercial tools available which generate staticcall graphs from source
code files [3]. For dynamic call graphs, which are generated during runtime, one
has to use special compiler features or debugger-like generation tools. The Open
Source GNU compiler collection (GCC) [1] offers various compile time features
which can be used to generate call graphs at runtime. To achieve this goal, one
has to compile the source of the program to be observed with the -finstrument-
functionsswitch. This has to be done for every object file. If the program is com-
piled in this way, GCC places a function-call tocyg profile func enter
upon entering and a call tocyg profile func exit upon leaving of every
function2 into the code. An example is shown in Figure 1.

Once the compiler has inserted the instrumentation code, the programmer has
to define these functions. This task is very simple. The address of the function
which is called is passed as argument to the instrumentationfunctions. Hence
one can easily determine, via a symbol-table-lookup3, the name of the function
and one can build, dynamically, a chain of the functions called and then log this
to files. Along with this, appropriate information such as the UID, EUID or the
list of open files could be logged.

4 Tools needed

First of all, GCC has to support the instrument functions. Additionally one can
obtain a sample implementation for generating call graphs from [4]. This requires
thegraphvizpackage available from [5] to afford a translation of the.dot files
into .pdf files. The instrumentalpackage contains a C-file which has to be
modified to reflect the places of the log-files for the.dot and the ASCII output.
It is then compiled via GCC:

user@linux:˜> cc -fPIC -c instrumental.c
user@linux:˜> ld -Bshareable instrumental.o -o inst.so

on ELF32 architectures

user@linux:˜> cc -m32 -fPIC -c instrumental.c
user@linux:˜> ld -melf_i386 -Bshareable instrumental.o - o inst.so

on ELF64 (x8664) architectures. In the second case the program must also be
compiled with the-m32 switch. As an alternative there is an ELF64 version,
instrumental64.c , shipped with [4] which can be compiled and linked into
ELF64 binaries as shown in the first example.
The output of this step is a shared object file which is then just pre-loaded via
LD PRELOADwith the program one wants to analyze. The program has to be

2Every function called by the program and part of the program.Since libc is usually compiled
without that switch, no monitoring is done for libc calls.

3Compilation with the-g switch is needed.
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Figure 1: How function f() is called using the instrument functions.

.LC0:
.string "f()\n"
.text
.align 2

.globl f
.type f,@function

f:
pushl %ebp
movl %esp, %ebp
pushl %ebx
subl $4, %esp
subl $8, %esp
pushl 4(%ebp)
pushl $f
call __cyg_profile_func_enter
addl $16, %esp

...

pushl 4(%ebp)
pushl $f
call __cyg_profile_func_exit
addl $16, %esp
movl %ebx, %eax
movl -4(%ebp), %ebx
leave
ret
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compiled with the-g and -finstrument-functionsswitches. The glibc contains
dummy stubs for the instrument functions so the program evenruns without pre-
loading4. Alternatively one may linkinstrumental.o statically into the pro-
gram.
Once the program has been run, the ASCII and.dot log-files with the call graph
appear at the place specified. Sample graphs generated from the .dot -files for
an SSH client and server and an HTTP client are shown in Figures 2, 4 and 5.
Figure 5 is the ASCII version5 of the graph in Figure 4 while all the other figures
show graphs generated from the.dot -files. The ASCII version also contains
the caller’s UID/EUID and can begreped more easily for certain call-sequences
which need to be found.
The.dot file, which is generated, is missing the last closing} since the package
does not interceptexit() calls or aborts. One has to add it by hand. One can
then use the build-pdf script to generate the.pdf file.
Some of the graphs such as in Figure 2 can not be viewed in certain PDF viewers
(not to speak about printed versions) because larger programs produce complex
graphs with a large amount of nodes. For this reason, a zoomed-in version of
Figure 2 is shown in Figure 3 just to show that the output is indeed useful. The
edges between the nodes are colored differently to make it easier to follow call se-
quences. They have no special meaning such as clustering or alike. Thegraphviz
tool which actually draws the graph from the.dot file is responsible for the
layout; clusters or sub-graphs may be misleading: the graphproduced by the
instrumental package is flat.

4It does not produce any call graph in this case.
5It is truncated to one page since the ASCII version is huge.
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root main

ssh_get_progname

xstrdup

init_rng

pwcopy

initialize_options

BSDgetopt

buffer_init

buffer_len

log_init

read_config_file

fill_default_options

channel_set_af

seed_rng

ssh_connect

debug

tilde_expand_filename

key_load_public

xfree

mysignal

ssh_login

xmalloc

strlcpy

debug2

packet_set_connection

do_log strnvis

cipher_by_name

cipher_init

key_load_public_type

key_new

key_try_load_public

key_free

strlcat

key_load_public_rsa1

key_read

buffer_append_space

buffer_get_char

debug3

buffer_free

buffer_get

read_bignum

key_type_from_name

uudecode

key_from_blob

__b64_pton

buffer_append

buffer_get_string

buffer_get_bignum2

buffer_get_int

packet_get_connection_in

packet_get_connection_out

atomicio

compat_datafellows

enable_compat20

chop

packet_set_nonblocking

ssh_kex2

ssh_userauth2

match_pattern_list

match_pattern

set_nonblock

compat_cipher_proposal

kex_setup

dispatch_run

buffer_clear

buffer_put_char

buffer_put_cstring

buffer_put_int

kex_send_kexinit

kex_reset_dispatch

buffer_put_string

buffer_ptr

arc4random

packet_start

packet_put_raw

packet_send

arc4random_stir

packet_send2_wrapped
cipher_crypt

set_newkeys

mac_compute

dispatch_range

dispatch_set

packet_read_seqnr

kex_input_kexinit

input_userauth_failure

input_userauth_info_req

packet_write_wait

packet_read_poll_seqnr

packet_process_incoming

packet_write_poll

packet_have_data_to_write

buffer_consume

buffer_consume_end

packet_get_raw

packet_get_char

packet_get_string

packet_get_int

packet_remaining

kex_buf2prop

match_list

cipher_keylen

cipher_blocksize

mac_init

kex_prop_free

kexgex_client

dh_estimate

packet_put_int

packet_read_expect

packet_get_bignum2

dh_new_group

dh_gen_key dh_pub_is_valid

packet_put_bignum2

verify_host_key_callback

kexgex_hash

key_verify

kex_derive_keys

kex_finish

packet_read

buffer_put_bignum2

verify_host_key check_host_key

key_type

check_host_in_hostfile check_host_in_hostfile_by_key_or_type match_hostname

hostfile_read_key

key_equal key_size

ssh_rsa_verify

kex_get_newkeys

packet_put_cstring

authmethod_is_enabled

ssh_get_authentication_connection

authmethod_lookup

userauth_none

dispatch_init

ssh_get_authentication_socket

userauth

userauth_pubkey

userauth_kbdint

load_identity_file

key_to_blob

key_ssh_name

packet_put_char

packet_put_string

read_passphrase readpassphrase handler

Figure 2: Runtime call-graph of the OpenSSH client during a connect to a server. The
different coloring of the edges is only made to allow for easier tracking of calls.
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Figure 3: Zoom in of Figure 2.
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root main

initialize

xfree_real

set_progress_implementation

rewrite_shorthand_url

log_init

retrieve_url

log_close

cleanup

xstrdup_real

file_exists_p

home_dir

aprintf

xmalloc_real

bar_set_params

url_has_scheme

url_parse

http_loop

register_download

register_html

url_free

url_scheme

scheme_default_port

xmalloc0_real

strdupdelim

url_unescape

url_string

full_path_length

full_path_write

cookie_jar_new

url_file_name

sleep_between_retrievals

time_str

logprintf

request_new

url_full_path

request_set_method

request_set_header

search_netrc

cookie_header

connect_to_host

logputs

request_send

fd_read_http_head

response_new

response_status

response_header_copy

wget_strtoull

request_free

response_header_strdup

response_free

legible_off_t

mkalldirs

fd_read_body

http_atotm

touch

retr_rate

downloaded_file

free_hstat

make_nocase_string_hash_table

hash_table_new prime_size

append_uri_pathel

append_char

unique_name

xrealloc_real

check_redirect_output

log_vprintf_internal

get_log_fp

saved_append

logflush

free_log_line

count_char

hash_table_count

lookup_host

address_list_get_bounds

address_list_address_at

connect_to_ip

address_list_set_connected

address_list_release

run_with_timeout

pretty_print_address

xstrdup_lower

hash_table_put

getaddrinfo_with_timeout_callback

connect_with_timeout_callback

string_hash_nocase

string_hash

sockaddr_set_data

sockaddr_size

fd_write

poll_internal select_fd

fd_read_hunk

fd_peek

head_terminator

fd_read

response_header_bounds

release_header

number_to_string_off_t

legible_1

number_to_string_64

progress_create

progress_interactive_p

wtimer_new

wtimer_read

wtimer_update

progress_update

progress_finish

wtimer_delete

bar_create

determine_screen_width

create_image

display_image log_set_save_context

wtimer_allocate

wtimer_reset wtimer_sys_set

bar_update

bar_finish

calc_rate

make_string_hash_table

hash_table_get

hash_table_get_pair

string_set_add

slist_prepend

hash_table_contains

Figure 4: Runtime call-graph ofwgetdownloading a HTML file.
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Figure 5: ASCII version of the runtime call-graph in Figure 4

˜ [0000|0000|0000] -- main (0x8063120)
˜ [0000|0000|0000] |-- initialize (0x8062020)
˜ [0000|0000|0000] | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | |-- file_exists_p (0x80722a0)
˜ [0000|0000|0000] | |-- home_dir (0x8061e00)
˜ [0000|0000|0000] | | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | |-- aprintf (0x8072980)
˜ [0000|0000|0000] | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | |-- xfree_real (0x8072a20)
˜ [0000|0000|0000] | |-- file_exists_p (0x80722a0)
˜ [0000|0000|0000] | |-- xfree_real (0x8072a20)
˜ [0000|0000|0000] |-- set_progress_implementation (0x8 065570)
˜ [0000|0000|0000] | |-- bar_set_params (0x8065700)
˜ [0000|0000|0000] |-- rewrite_shorthand_url (0x806b6f0 )
˜ [0000|0000|0000] | |-- url_has_scheme (0x806a050)
˜ [0000|0000|0000] | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] |-- log_init (0x8062520)
˜ [0000|0000|0000] |-- retrieve_url (0x8068b20)
˜ [0000|0000|0000] | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | |-- url_parse (0x806b8f0)
˜ [0000|0000|0000] | | |-- url_scheme (0x806b840)
˜ [0000|0000|0000] | | |-- scheme_default_port (0x806a120 )
˜ [0000|0000|0000] | | |-- xmalloc0_real (0x8072c50)
˜ [0000|0000|0000] | | |-- strdupdelim (0x8071700)
˜ [0000|0000|0000] | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | |-- strdupdelim (0x8071700)
˜ [0000|0000|0000] | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | | |-- url_unescape (0x8069f50)
˜ [0000|0000|0000] | | |-- url_unescape (0x8069f50)
˜ [0000|0000|0000] | | |-- url_string (0x806a640)
˜ [0000|0000|0000] | | | |-- full_path_length (0x806a200)
˜ [0000|0000|0000] | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | |-- full_path_write (0x806a280)
˜ [0000|0000|0000] | |-- http_loop (0x805f2a0)
˜ [0000|0000|0000] | | |-- cookie_jar_new (0x804f4d0)
˜ [0000|0000|0000] | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | |-- make_nocase_string_hash_tabl e (0x8058a90)
˜ [0000|0000|0000] | | | | |-- hash_table_new (0x8058980)
˜ [0000|0000|0000] | | | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | | | |-- prime_size (0x8058700)
˜ [0000|0000|0000] | | | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | |-- url_file_name (0x806b270)
˜ [0000|0000|0000] | | | |-- append_uri_pathel (0x806b050)
˜ [0000|0000|0000] | | | | |-- xrealloc_real (0x8072b80)
˜ [0000|0000|0000] | | | |-- append_char (0x806afd0)
˜ [0000|0000|0000] | | | |-- unique_name (0x8072470)
˜ [0000|0000|0000] | | | | |-- file_exists_p (0x80722a0)
˜ [0000|0000|0000] | | |-- sleep_between_retrievals (0x80 68960)
˜ [0000|0000|0000] | | |-- time_str (0x80728c0)
˜ [0000|0000|0000] | | |-- url_string (0x806a640)
˜ [0000|0000|0000] | | | |-- full_path_length (0x806a200)
˜ [0000|0000|0000] | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | |-- full_path_write (0x806a280)
˜ [0000|0000|0000] | | |-- logprintf (0x8062d60)
˜ [0000|0000|0000] | | | |-- check_redirect_output (0x8062 5f0)
˜ [0000|0000|0000] | | | |-- log_vprintf_internal (0x8062b 60)
˜ [0000|0000|0000] | | | | |-- get_log_fp (0x80622f0)
˜ [0000|0000|0000] | | | | |-- saved_append (0x80628b0)
˜ [0000|0000|0000] | | | | | |-- free_log_line (0x8062400)
˜ [0000|0000|0000] | | | | |-- logflush (0x80627d0)
˜ [0000|0000|0000] | | | | | |-- get_log_fp (0x80622f0)
˜ [0000|0000|0000] | | |-- xfree_real (0x8072a20)
˜ [0000|0000|0000] | | |-- gethttp (0x805cfc0)
˜ [0000|0000|0000] | | | |-- xmalloc0_real (0x8072c50)
˜ [0000|0000|0000] | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | |-- url_full_path (0x806a340)
˜ [0000|0000|0000] | | | | |-- full_path_length (0x806a200)
˜ [0000|0000|0000] | | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | | |-- full_path_write (0x806a280)
˜ [0000|0000|0000] | | | |-- request_set_header (0x805c370 )
˜ [0000|0000|0000] | | | |-- aprintf (0x8072980)
˜ [0000|0000|0000] | | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | |-- request_set_header (0x805c370 )
˜ [0000|0000|0000] | | | | |-- xrealloc_real (0x8072b80)
˜ [0000|0000|0000] | | | |-- request_set_header (0x805c370 )
˜ [0000|0000|0000] | | | | |-- xrealloc_real (0x8072b80)
˜ [0000|0000|0000] | | | |-- search_netrc (0x8064bf0)
˜ [0000|0000|0000] | | | | |-- home_dir (0x8061e00)
˜ [0000|0000|0000] | | | | | |-- xstrdup_real (0x8072b10)
˜ [0000|0000|0000] | | | | |-- xfree_real (0x8072a20)
˜ [0000|0000|0000] | | | |-- scheme_default_port (0x806a12 0)
˜ [0000|0000|0000] | | | |-- aprintf (0x8072980)
˜ [0000|0000|0000] | | | | |-- xmalloc_real (0x8072bf0)
˜ [0000|0000|0000] | | | |-- request_set_header (0x805c370 )
˜ [0000|0000|0000] | | | | |-- xrealloc_real (0x8072b80)
˜ [0000|0000|0000] | | | |-- request_set_header (0x805c370 )
˜ [0000|0000|0000] | | | | |-- xrealloc_real (0x8072b80)
˜ [0000|0000|0000] | | | |-- cookie_header (0x804e3c0)
˜ [0000|0000|0000] | | | | |-- count_char (0x806c560)
˜ [0000|0000|0000] | | | | |-- hash_table_count (0x8058380)
˜ [0000|0000|0000] | | | |-- request_set_header (0x805c370 )
˜ [0000|0000|0000] | | | |-- connect_to_host (0x804bc40)
˜ [0000|0000|0000] | | | | |-- lookup_host (0x80591e0)
˜ [0000|0000|0000] | | | | | |-- logprintf (0x8062d60)
˜ [0000|0000|0000] | | | | | | |-- check_redirect_output (0x8 0625f0)
˜ [0000|0000|0000] | | | | | | |-- log_vprintf_internal (0x80 62b60)
˜ [0000|0000|0000] | | | | | | | |-- get_log_fp (0x80622f0)
˜ [0000|0000|0000] | | | | | | | |-- saved_append (0x80628b0)
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5 Call graphs for scripting languages

Some programs for which a call graph might be useful come, unfortunately, not
in the C language but in some scripting language such as Perl [6]. This is, in
particular, true for CGI scripts and web administration interfaces such asWebmin
[7]. Since Perl is a scripting language, it is not possible toproduce the call graphs
as just described for the C language. On the other hand Perl offers a powerful
method of function re-definition at runtime, theAUTOLOADmechanism. This
allows tricks likeautoload.pl:

#!/usr/bin/perl

sub Hello
{

print "Hello world\n";
}

sub AUTOLOAD
{

print "You tried to call $AUTOLOAD, lets try Hello() instead .\n";
return Hello();

}

Hellau();

which will produce the following output:

linux: > perl autoload.pl
You tried to call main::Hellau, lets try Hello() instead.
Hello world
linux: >

Whenever an undefined function is called, theAUTOLOADsubroutine is called
instead with the name of the requested function in the $AUTOLOADvariable.
To make a call graph from this feature is straight forward. Weparse the script,
substitute every subroutine definition ofsub X by sub CALL X and therefore
have all calls toX undefined. Then a specially preparedAUTOLOADsubroutine is
called which records the call for the graph and calls the original CALL X function
afterwards. Such a graph, generated from the info2html CGI script is shown in
Figure 6. Another example, a graph from the Webmin mini-webserver is shown
in Figure 7.
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root

main__DeEscape

main__DirnameCheck

main__FindFile

main__GetFileAndOffset

main__InfoNode2HTML

main__ReadIndirectTable

main__ReadTagTable

main__max

main__ParsHeaderLine

main__PrintHeader

main__ParsCrossRefs

main__MenuItem2HTML

main__PrintFooter

main__ParsHeaderToken

main__PrintLinkInfo main__Escape

main__Tab2Space

Figure 6: Runtime call-graph for theinfo2htmlPerl script while it was translating a
file.
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root

miniserv__to_ipaddress

miniserv__log_error

miniserv__allocate_pipes

miniserv__get_socket_name

miniserv__close_all_pipes

miniserv__close_all_sockets

miniserv__handle_request

miniserv__DESTROY

miniserv__make_datestr

miniserv__http_date

miniserv__read_line

miniserv__simplify_path

miniserv__check_user_ip

miniserv__get_type

miniserv__TIEHANDLE

miniserv__PRINT miniserv__write_data

miniserv__write_keep_alive

miniserv__reset_byte_count

miniserv__PRINTF

miniserv__byte_count

miniserv__log_request

miniserv__write_niserv__handle_request

miniserv__write_ddata

miniserv__read_lroot

miniserv__getiserv__handle_request

miniserv__write_k_type

miniserv__write_kdata

miniserv__readeep_alive

miniserv__read_l_line

miniserv__simpine

miniserv__getlify_path

miniserv__write_dniserv__handle_request

miniserv__write_to_sock

miminiserv__handle_request

__PRINT

miroot

Figure 7: Runtime call-graph of theWebminminiserv.pl Perl script during a admin
session.
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6 Summary

With [4] one has a good starting point for generating dynamiccall graphs. For
larger and more complex programs the.pdf file will grow and may fast become
unreadable. Further research would be needed to split the graphs obtained and
make it possible to follow code paths easily. With the ASCII version of the graph
however, this is already possible.
The work done in this paper can be understood as the first basicsteps towards
automatic detection of certain vulnerabilities such as filedescriptor leaks or usage
of wrong privileges. Although graphs for medium sized or large programs are
nearly complete useless for human eyes, tools of mathematics can be used to
analyze the program at runtime and maybe to classify certainbehavior. Even
the input or the data processed by the program at runtime might be recovered by
carefully observing the call sequences of the program. Especially the generation
of cryptographic keys or large prime numbers (Montgomery Reduction) show
patterns which might leak information about input bits.
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A Call graphs and code privilege changes

Although security is not the main topic of this paper or with call graphs in gen-
eral, they offer an interesting and, in most cases, helpful view of the program.
Especially, system programs written in C are reviewed because they run with su-
per user privileges. Code running as root is potentially dangerous. More complex
programs such as OpenSSH [8] use to drop the superuser privileges before they
handle untrusted input. This so calledPrivilege Separationmechanism separates
the code which handles dangerous input from code which needsto run as root
such as looking up user credentials. In case the code handling the input contains
a buffer overflow, an attacker can only execute code as unprivileged user.
When generating a function call graph for such a session it makes sense to mark
the functions running as root differently from the functions running with user
privileges. Theinstrumentalpackage is able to highlight functions (nodes) called
with a EUID of 0 in red. Function names are assembled of the pure function name
appended by the EUID. If the functiondo authenticate() is called as root
for example, the node name will bedo authenticate 0. If two functions are
called with different EUIDs there will appear a separate node for each of them in
the graph. Sample graphs are shown in Figures 8 and 9.



A CALL GRAPHS AND CODE PRIVILEGE CHANGES 15

OPENSSL_cpuid_setup_0

root

main_0

xstrdup_0

xmalloc_0

init_rng_0

initialize_server_options_0

OPENSSL_add_all_algorithms_noconf_0

channel_set_af_0

log_init_0

seed_rng_0

buffer_init_0

recv_rexec_state_0

BN_num_bits_0

buffer_free_0

parse_server_config_0

fill_default_server_options_0

debug_0

key_load_private_0

RAND_bytes_0

key_type_0

RC4_set_key_0

packet_set_connection_0

get_remote_port_0

get_remote_ipaddr_0

verbose_0

sshd_exchange_identification_0

packet_set_nonblocking_0

privsep_preauth_0

buffer_init_71

do_ssh2_kex_71

do_authentication2_71

mm_send_keystate_71

privsep_postauth_0

do_authenticated_500

verbose_500

packet_close_500

mm_terminate_500

SSLeay_0

OpenSSL_add_all_ciphers_0

OpenSSL_add_all_digests_0

EVP_des_cfb64_0

EVP_add_cipher_0

OBJ_NAME_add_0

EVP_des_cfb1_0

EVP_des_cfb8_0

EVP_des_ede_cfb64_0

EVP_des_ede3_cfb64_0

EVP_des_ofb_0

EVP_des_ede_ofb_0

EVP_des_ede3_ofb_0

EVP_desx_cbc_0

EVP_des_cbc_0

EVP_des_ede_cbc_0

EVP_des_ede3_cbc_0

EVP_des_ecb_0

EVP_des_ede_0

EVP_des_ede3_0

EVP_rc4_0

EVP_rc4_40_0

EVP_idea_ecb_0

EVP_idea_cfb64_0

EVP_idea_ofb_0

EVP_idea_cbc_0

EVP_rc2_ecb_0

EVP_rc2_cfb64_0

EVP_rc2_ofb_0

EVP_rc2_cbc_0

EVP_rc2_40_cbc_0

EVP_rc2_64_cbc_0

EVP_bf_ecb_0

EVP_bf_cfb64_0

EVP_bf_ofb_0

EVP_bf_cbc_0

EVP_cast5_ecb_0

EVP_cast5_cfb64_0

EVP_cast5_ofb_0

EVP_cast5_cbc_0

EVP_aes_128_ecb_0

EVP_aes_128_cbc_0

EVP_aes_128_cfb128_0

EVP_aes_128_cfb1_0

EVP_aes_128_cfb8_0

EVP_aes_128_ofb_0

EVP_aes_192_ecb_0

EVP_aes_192_cbc_0

EVP_aes_192_cfb128_0

EVP_aes_192_cfb1_0

EVP_aes_192_cfb8_0

EVP_aes_192_ofb_0

EVP_aes_256_ecb_0

EVP_aes_256_cbc_0

EVP_aes_256_cfb128_0

EVP_aes_256_cfb1_0

EVP_aes_256_cfb8_0

EVP_aes_256_ofb_0

PKCS12_PBE_add_0

PKCS5_PBE_add_0

OBJ_nid2sn_0

OBJ_nid2ln_0

OBJ_NAME_init_0

CRYPTO_malloc_0

lh_insert_0

CRYPTO_free_0

CRYPTO_mem_ctrl_0

lh_new_0

CRYPTO_lock_0

default_malloc_ex_0

getrn_0

expand_0

obj_name_hash_0

obj_name_cmp_0

ex_hash_cb_0

ex_cmp_cb_0

lh_strhash_0

CRYPTO_realloc_0 default_realloc_ex_0

EVP_sha1_0

EVP_PBE_alg_add_0

sk_new_0

sk_push_0
sk_insert_0

EVP_md5_0

EVP_md2_0

EVP_add_digest_0

EVP_md4_0

EVP_sha_0

EVP_dss_0

EVP_dss1_0

EVP_ecdsa_0

EVP_ripemd160_0

EVP_sha224_0

EVP_sha256_0

EVP_sha384_0

EVP_sha512_0

RAND_status_0

RAND_add_0

debug3_0

atomicio_0

RAND_get_rand_method_0

ssleay_rand_status_0

ENGINE_get_default_RAND_0

RAND_SSLeay_0

engine_table_select_0

CRYPTO_thread_id_0

RAND_poll_0

RAND_query_egd_bytes_0 BUF_strlcpy_0

ssleay_rand_add_0 EVP_MD_CTX_init_0

EVP_DigestInit_ex_0

EVP_DigestUpdate_0

EVP_DigestFinal_ex_0

EVP_MD_CTX_cleanup_0

ENGINE_get_digest_engine_0

init_0

SHA1_Init_0

update_0 SHA1_Update_0

sha1_block_host_order_0final_0 SHA1_Final_0

OPENSSL_cleanse_0

do_log_0

ssh_msg_recv_0

buffer_get_char_0

buffer_get_string_0

buffer_get_int_0

buffer_append_0

xfree_0

key_new_private_0

buffer_get_bignum_0

rsa_generate_additional_parameters_0

buffer_clear_0

buffer_append_space_0

buffer_ptr_0

buffer_get_0

key_new_0

BN_new_0

RSA_new_0

RSA_new_method_0

RSA_get_default_method_0

ENGINE_get_default_RSA_0

CRYPTO_new_ex_data_0

RSA_eay_init_0

RSA_PKCS1_SSLeay_0

impl_check_0

int_new_ex_data_0

def_get_class_0

sk_num_0

ex_data_check_0

lh_retrieve_0

sk_new_null_0

buffer_len_0

BN_bin2bn_0

buffer_consume_0

bn_expand2_0

bn_expand_internal_0

BN_CTX_new_0

BN_value_one_0

BN_sub_0

BN_div_0

BN_clear_free_0

BN_CTX_free_0

BN_POOL_init_0

BN_STACK_init_0

BN_ucmp_0

BN_usub_0

BN_CTX_start_0

BN_CTX_get_0

BN_lshift_0

bn_mul_words_0

bn_sub_words_0

BN_rshift_0

BN_CTX_end_0

BN_copy_0

BN_STACK_push_0

BN_POOL_get_0

BN_set_word_0

BN_init_0

BN_num_bits_word_0

BN_STACK_pop_0

BN_POOL_release_0

BN_STACK_finish_0

BN_POOL_finish_0

debug2_0

process_server_config_line_0

strdelim_0

parse_token_0

a2port_0

tilde_expand_filename_0

convtime_0

log_facility_number_0

log_level_number_0

logit_0

add_listen_addr_0 add_one_listen_addr_0

key_perm_ok_0

key_load_public_rsa1_0

key_free_0

key_load_private_rsa1_0

key_load_private_pem_0

RSA_free_0

DSA_free_0

CRYPTO_add_lock_0

RSA_eay_finish_0

CRYPTO_free_ex_data_0

BN_BLINDING_free_0

BN_MONT_CTX_free_0

int_free_ex_data_0

cipher_by_number_0

cipher_set_key_string_0

cipher_crypt_0

cipher_cleanup_0

RSA_blinding_on_0

MD5_Init_0

MD5_Update_0

MD5_Final_0

cipher_init_0

EVP_enc_null_0

EVP_CIPHER_CTX_init_0

EVP_CipherInit_0
EVP_CipherInit_ex_0

EVP_CIPHER_CTX_cleanup_0

ENGINE_get_cipher_engine_0

null_init_key_0

null_cipher_0

RSA_setup_blinding_0 BN_BLINDING_create_param_0

BN_BLINDING_set_thread_id_0

BN_BLINDING_new_0

BN_dup_0

BN_rand_range_0

BN_mod_inverse_0

BN_mod_exp_0

bn_rand_range_0

BN_is_bit_set_0

BN_rand_0

BN_cmp_0

bnrand_0

ssleay_rand_bytes_0

BN_uadd_0

BN_rshift1_0

BN_nnmod_0

bn_add_words_0

BN_mod_exp_mont_0

BN_MONT_CTX_new_0

BN_MONT_CTX_set_0

BN_mod_mul_montgomery_0

BN_from_montgomery_0

BN_mod_exp_mont_consttime_0

BN_MONT_CTX_init_0

BN_set_bit_0

BN_sub_word_0

BN_add_0

BN_mul_0

BN_sqr_0

bn_mul_recursive_0

bn_mul_comba8_0

bn_mul_normal_0

bn_cmp_part_words_0

bn_sub_part_words_0

bn_cmp_words_0

bn_mul_add_words_0

bn_sqr_recursive_0

bn_sqr_comba8_0

BN_free_0

PEM_read_PrivateKey_0

EVP_PKEY_get1_RSA_0

EVP_PKEY_free_0

EVP_PKEY_get1_DSA_0

BIO_s_file_0

BIO_new_0

BIO_ctrl_0

PEM_read_bio_PrivateKey_0

BIO_free_0

BIO_set_0 file_new_0

file_ctrl_0 file_free_0

PEM_bytes_read_bio_0

d2i_PrivateKey_0

PEM_read_bio_0

check_pem_0

PEM_get_EVP_CIPHER_INFO_0

PEM_do_header_0

BUF_MEM_new_0

BIO_gets_0

BUF_MEM_grow_0

EVP_DecodeInit_0

EVP_DecodeUpdate_0

EVP_DecodeFinal_0

file_gets_0

EVP_DecodeBlock_0

EVP_PKEY_new_0

EVP_PKEY_type_0

d2i_RSAPrivateKey_0

d2i_DSAPrivateKey_0

ASN1_item_d2i_0

ASN1_item_ex_d2i_0

asn1_check_tlen_0

ASN1_item_ex_new_0

rsa_cb_0

asn1_do_adb_0

asn1_get_field_ptr_0

asn1_check_eoc_0

asn1_template_ex_d2i_0

asn1_d2i_ex_primitive_0

asn1_enc_save_0

dsa_cb_0

ASN1_get_object_0

asn1_get_length_0

asn1_item_ex_combine_new_0

asn1_template_noexp_d2i_0

asn1_ex_c2i_0 long_c2i_0

bn_c2i_0 bn_new_0

asn1_get_enc_ptr_0

RSA_up_ref_0

EVP_PKEY_free_it_0

DSA_new_0

DSA_new_method_0

DSA_get_default_method_0

ENGINE_get_default_DSA_0

dsa_init_0

DSA_OpenSSL_0

DSA_up_ref_0

dsa_finish_0

cipher_by_name_0

get_port_0

packet_connection_is_on_socket_0

packet_get_connection_in_0

get_sock_port_0

get_peer_ipaddr_0 get_socket_address_0

compat_datafellows_0

enable_compat20_0

chop_0

match_pattern_list_0

match_pattern_0

set_nonblock_0

monitor_init_0

privsep_preauth_child_0

monitor_child_preauth_0

monitor_sync_0

monitor_socketpair_0

mm_create_0

mm_init_compression_0

mm_make_entry_0

mm_xmalloc_0

mmtree_RB_INSERT_0

mmtree_RB_INSERT_COLOR_0

mm_compare_0

mm_malloc_0

mmtree_RB_MINMAX_0

privsep_challenge_enable_0

RAND_seed_0

demote_sensitive_data_0

permanently_set_uid_0

ssleay_rand_seed_0

monitor_permit_0

monitor_read_0

auth_log_0

mm_get_keystate_0

mm_request_receive_0

mm_answer_moduli_0

mm_answer_sign_0

mm_answer_pwnamallow_0

mm_answer_authserv_0

mm_answer_authpassword_0

mm_answer_keyallowed_0

mm_answer_pty_0

mm_answer_pty_cleanup_0

mm_answer_term_0

key_demote_0

xmalloc_71

compat_cipher_proposal_71

list_hostkey_types_71

debug_71

kex_setup_71

dispatch_run_71

buffer_len_71

key_ssh_name_71

buffer_append_71

buffer_ptr_71

xstrdup_71

buffer_free_71

buffer_append_space_71

xfree_71

do_log_71

kex_prop2buf_71

kex_send_kexinit_71

kex_reset_dispatch_71

buffer_clear_71

buffer_put_char_71

buffer_put_cstring_71

buffer_put_int_71

buffer_put_string_71

packet_start_71

packet_put_raw_71

packet_send_71

packet_send2_71

packet_send2_wrapped_71

cipher_crypt_71

set_newkeys_71

mac_compute_71

null_cipher_71

aes_128_cbc_cipher_71

dispatch_range_71

dispatch_set_71

packet_read_seqnr_71

kex_input_kexinit_71

input_service_request_71

input_userauth_request_71

packet_write_wait_71

packet_read_poll_seqnr_71

packet_process_incoming_71

packet_write_poll_71

packet_have_data_to_write_71

buffer_consume_71

packet_read_poll2_71

buffer_consume_end_71

buffer_get_char_71

buffer_get_71

packet_get_raw_71

packet_get_char_71
packet_get_string_71

packet_get_int_71

packet_remaining_71

kex_kexinit_finish_71

buffer_get_string_71

buffer_get_int_71

kex_choose_conf_71

kexgex_server_71

kex_buf2prop_71

choose_enc_71

choose_mac_71

choose_comp_71

choose_kex_71

choose_hostkeyalg_71

kex_prop_free_71

debug2_71

match_list_71

cipher_by_name_71

cipher_keylen_71

cipher_blocksize_71

mac_init_71

EVP_md5_71

key_type_from_name_71

get_hostkey_by_type_71

packet_read_71

mm_choose_dh_71

BN_new_71

BN_bin2bn_71

packet_put_bignum2_71

dh_gen_key_71

BN_clear_free_71

dh_pub_is_valid_71

packet_read_expect_71

packet_get_bignum2_71

DH_size_71

DH_compute_key_71

key_to_blob_71

kexgex_hash_71

mm_key_sign_71

packet_put_string_71

DH_free_71

kex_derive_keys_71

kex_finish_71

mm_request_send_71

debug3_71

mm_request_receive_expect_71

buffer_get_bignum2_71

dh_new_group_71

atomicio_71

choose_dh_0

buffer_put_char_0

buffer_put_bignum2_0

DH_free_0

mm_request_send_0

parse_prime_0

dh_new_group_0

mm_request_receive_71

BN_hex2bn_0

DH_new_0

DH_new_method_0

DH_get_default_method_0

ENGINE_get_default_DH_0

dh_init_0

DH_OpenSSL_0

BN_bn2bin_0

buffer_put_string_0

buffer_put_int_0

dh_finish_0

CRYPTO_malloc_71

default_malloc_ex_71

bn_expand2_71

bn_expand_internal_71

CRYPTO_free_71

DH_new_71

DH_new_method_71

DH_get_default_method_71

ENGINE_get_default_DH_71

CRYPTO_new_ex_data_71

dh_init_71

DH_OpenSSL_71

engine_table_select_71

int_new_ex_data_71

def_get_class_71

CRYPTO_lock_71

sk_num_71

lh_retrieve_71

sk_new_null_71

lh_insert_71

getrn_71

ex_hash_cb_71

ex_cmp_cb_71

sk_new_71

buffer_put_bignum2_71

BN_num_bits_71

BN_bn2bin_71

BN_num_bits_word_71

BN_rand_71

DH_generate_key_71

BN_is_bit_set_71

bnrand_71

RAND_add_71

OPENSSL_cleanse_71

RAND_bytes_71 RAND_get_rand_method_71

ssleay_rand_add_71

EVP_MD_CTX_init_71

EVP_sha1_71

EVP_DigestInit_ex_71

EVP_DigestUpdate_71

EVP_DigestFinal_ex_71

EVP_MD_CTX_cleanup_71

ENGINE_get_digest_engine_71

init_71 SHA1_Init_71

MD5_Init_71

update_71

SHA1_Update_71

MD5_Update_71

sha1_block_data_order_71

final_71

SHA1_Final_71

MD5_Final_71

sha1_block_host_order_71

ssleay_rand_bytes_71 CRYPTO_thread_id_71

generate_key_71

BN_CTX_new_71

BN_MONT_CTX_set_locked_71

BN_init_71

dh_bn_mod_exp_71

BN_CTX_free_71

BN_POOL_init_71

BN_STACK_init_71

BN_MONT_CTX_new_71

BN_MONT_CTX_set_71

BN_MONT_CTX_init_71

BN_CTX_start_71

BN_CTX_get_71

BN_set_word_71

BN_copy_71

BN_set_bit_71

BN_mod_inverse_71

BN_div_71

BN_lshift_71

BN_CTX_end_71

BN_sub_word_71

BN_STACK_push_71

BN_POOL_get_71

BN_ucmp_71

BN_nnmod_71 BN_rshift_71

BN_uadd_71

BN_usub_71

BN_rshift1_71

BN_sub_71

BN_add_71

bn_mul_words_71

bn_sub_words_71

BN_STACK_pop_71

BN_POOL_release_71

bn_add_words_71

BN_mod_exp_mont_71

BN_mod_exp_mont_consttime_71

BN_value_one_71

BN_mod_mul_montgomery_71

BN_from_montgomery_71

MOD_EXP_CTIME_COPY_TO_PREBUF_71

MOD_EXP_CTIME_COPY_FROM_PREBUF_71

BN_clear_71

BN_mul_71

BN_sqr_71

bn_mul_normal_71

bn_mul_part_recursive_71

bn_mul_recursive_71

bn_mul_add_words_71

bn_cmp_part_words_71

bn_sub_part_words_71

bn_cmp_words_71

bn_mul_comba8_71

bn_sqr_normal_71

bn_sqr_recursive_71

bn_sqr_words_71

bn_sqr_comba8_71

BN_STACK_finish_71

BN_POOL_finish_71

BN_cmp_71

compute_key_71

EVP_DigestInit_71

EVP_DigestFinal_71

get_hostkey_index_71

get_hostkey_by_index_0

key_sign_0

ssh_rsa_sign_0

EVP_get_digestbyname_0

EVP_DigestInit_0

EVP_DigestFinal_0

RSA_size_0

RSA_sign_0

buffer_put_cstring_0

OBJ_NAME_get_0

OBJ_nid2obj_0

i2d_X509_SIG_0

RSA_private_encrypt_0

ASN1_item_i2d_0

asn1_item_flags_i2d_0 ASN1_item_ex_i2d_0

asn1_enc_restore_0

asn1_template_ex_i2d_0

asn1_i2d_ex_primitive_0

ASN1_object_size_0

ASN1_put_object_0

asn1_ex_i2c_0

asn1_put_length_0

RSA_eay_private_encrypt_0

RSA_padding_add_PKCS1_type_1_0

rsa_get_blinding_0

rsa_blinding_convert_0

RSA_eay_mod_exp_0

rsa_blinding_invert_0

BN_BLINDING_get_thread_id_0

BN_BLINDING_convert_ex_0

BN_mod_mul_0

BN_MONT_CTX_set_locked_0

MOD_EXP_CTIME_COPY_TO_PREBUF_0

MOD_EXP_CTIME_COPY_FROM_PREBUF_0

BN_clear_0

BN_BLINDING_invert_ex_0 BN_BLINDING_update_0

CRYPTO_add_lock_71

dh_finish_71

CRYPTO_free_ex_data_71

BN_MONT_CTX_free_71

BN_free_71

int_free_ex_data_71

derive_key_71

kex_get_newkeys_71

cipher_init_71

EVP_aes_128_cbc_71

EVP_CIPHER_CTX_init_71EVP_CipherInit_71

EVP_CipherInit_ex_71 EVP_CIPHER_CTX_cleanup_71

ENGINE_get_cipher_engine_71

aes_init_key_71

AES_set_encrypt_key_71

AES_set_decrypt_key_71

dispatch_init_71

AES_cbc_encrypt_71

AES_decrypt_71

AES_encrypt_71

HMAC_Init_71

HMAC_Update_71

HMAC_Final_71

HMAC_CTX_cleanup_71

HMAC_CTX_init_71

HMAC_Init_ex_71

EVP_MD_CTX_copy_ex_71packet_put_cstring_71

mm_getpwnamallow_71

mm_inform_authserv_71

auth2_challenge_stop_71

authmethod_lookup_71

userauth_none_71

userauth_finish_71

userauth_pubkey_71

userauth_kbdint_71

userauth_passwd_71

getpwnamallow_0

allowed_user_0

pwcopy_0

auth_shadow_acctexpired_0

kbdint_free_71

userauth_banner_71

mm_auth_password_71

monitor_permit_authentications_0

auth_password_0

auth_shadow_pwexpired_0

sys_auth_passwd_0

auth_log_71

authmethods_get_71

packet_put_char_71

get_remote_port_71

get_remote_ipaddr_71

verbose_71

logit_71

key_from_blob_71

mm_user_key_allowed_71 auth_clear_options_71

key_free_71

key_new_71

RSA_new_71

RSA_new_method_71 RSA_get_default_method_71

ENGINE_get_default_RSA_71

RSA_eay_init_71

mm_key_allowed_71

mm_send_debug_71

key_from_blob_0

user_key_allowed_0

monitor_reset_key_state_0

mm_append_debug_0

key_type_from_name_0

buffer_get_bignum2_0

authorized_keys_file_0

user_key_allowed2_0

authorized_keys_file2_0

expand_filename_0

temporarily_use_uid_0

debug_500

secure_filename_500

key_new_500

key_read_500

debug2_500

key_equal_500

restore_uid_500

xrealloc_0

do_log_500

debug3_500

xmalloc_500

RSA_new_500

BN_new_500

RSA_new_method_500

CRYPTO_malloc_500

RSA_get_default_method_500

ENGINE_get_default_RSA_500

CRYPTO_new_ex_data_500

RSA_eay_init_500

default_malloc_ex_500

engine_table_select_500

int_new_ex_data_500

def_get_class_500

CRYPTO_lock_500

sk_num_500

lh_retrieve_500 getrn_500

ex_hash_cb_500

ex_cmp_cb_500

key_type_from_name_500

uudecode_500

xfree_500

key_from_blob_500

RSA_free_500

key_free_500

xstrdup_500

buffer_init_500

buffer_append_500

buffer_get_string_500

buffer_get_bignum2_500

buffer_len_500

buffer_free_500

buffer_append_space_500

buffer_get_int_500

buffer_get_500

BN_bin2bn_500

bn_expand2_500

bn_expand_internal_500

CRYPTO_add_lock_500

RSA_eay_finish_500

CRYPTO_free_ex_data_500

BN_clear_free_500

CRYPTO_free_500

int_free_ex_data_500

OPENSSL_cleanse_500

DSA_free_500

BN_cmp_500

channel_clear_permitted_opens_71

auth_debug_reset_71

RSA_free_71

RSA_eay_finish_71

auth2_challenge_71

kbdint_alloc_71

auth2_challenge_start_71

kbdint_next_device_71

mm_request_receive_expect_0

mm_get_kex_0

mm_newkeys_from_blob_0

buffer_get_int64_0

packet_set_state_0

mm_send_kex_71

mm_newkeys_to_blob_71

packet_get_state_71

buffer_put_int64_71

packet_get_keycontext_71

packet_get_keyiv_71 cipher_get_keyiv_71

cipher_get_keycontext_71

mac_init_0

mm_share_sync_0 mm_memvalid_0

mm_sync_list_0

mm_destroy_0

mmtree_RB_NEXT_0mm_freelist_0

mmtree_RB_REMOVE_0

mmtree_RB_REMOVE_COLOR_0

monitor_reinit_0

monitor_child_postauth_0

do_setusercontext_0

monitor_apply_keystate_500

monitor_set_child_handler_0

set_newkeys_500

packet_set_keycontext_500

mm_init_compression_500

buffer_clear_500

kex_get_newkeys_500

cipher_init_500

EVP_aes_128_cbc_500

EVP_CIPHER_CTX_init_500

EVP_CipherInit_500

EVP_CipherInit_ex_500

EVP_CIPHER_CTX_cleanup_500

ENGINE_get_cipher_engine_500

aes_init_key_500

AES_set_decrypt_key_500 AES_set_encrypt_key_500

cipher_set_keycontext_500

channel_permit_all_opens_500

do_authenticated2_500

do_cleanup_500

server_loop2_500

packet_get_connection_in_500

packet_get_connection_out_500

notify_setup_500

server_init_dispatch_500

process_buffered_input_packets_500

packet_not_very_much_data_to_write_500

channel_output_poll_500

wait_until_can_do_something_500

collect_children_500

channel_after_select_500

packet_need_rekeying_500

process_input_500

process_output_500

channel_free_all_500

session_destroy_all_500

set_nonblock_500

server_init_dispatch_20_500

dispatch_init_500

dispatch_set_500

dispatch_run_500

packet_read_poll_seqnr_500

server_input_channel_open_500

server_input_channel_req_500

channel_input_data_500

channel_input_oclose_500

packet_read_poll2_500

buffer_ptr_500

cipher_crypt_500

buffer_consume_500

mac_compute_500

buffer_consume_end_500

buffer_get_char_500

packet_start_500

packet_put_int_500

packet_send_500

packet_put_string_500

chan_ibuf_empty_500

channel_prepare_select_500

notify_prepare_500

packet_have_data_to_write_500

notify_done_500

xrealloc_500

channel_handler_500 channel_handler_init_500

channel_garbage_collect_500

channel_pre_open_500

channel_post_open_500

channel_handler_init_20_500

session_close_by_pid_500

packet_process_incoming_500

get_remote_ipaddr_500

packet_write_poll_500

aes_128_cbc_cipher_500

AES_cbc_encrypt_500 AES_decrypt_500

AES_encrypt_500

HMAC_Init_500

HMAC_Update_500

HMAC_Final_500

HMAC_CTX_cleanup_500

HMAC_CTX_init_500

HMAC_Init_ex_500

EVP_MD_CTX_init_500

EVP_DigestInit_ex_500

EVP_DigestUpdate_500

EVP_MD_CTX_copy_ex_500

ENGINE_get_digest_engine_500

init_500 MD5_Init_500

update_500 MD5_Update_500

EVP_MD_CTX_cleanup_500

EVP_DigestFinal_ex_500 final_500 MD5_Final_500

packet_get_string_500

packet_get_int_500

server_request_session_500

packet_remaining_500

channel_new_500

session_open_500

channel_register_cleanup_500

channel_register_fds_500

session_new_500

channel_lookup_500

buffer_put_int_500

packet_send2_500 packet_send2_wrapped_500

chan_is_dead_500

channel_free_500

chan_send_close2_500

packet_get_char_500

session_input_channel_req_500

session_by_channel_500

session_pty_req_500

session_env_req_500

session_shell_req_500

mm_pty_allocate_500

tty_parse_modes_500

pty_change_window_size_500

session_proctitle_500

mm_request_send_500

mm_request_receive_expect_500

mm_receive_fd_500

atomicio_500

session_new_0

pty_allocate_0

pty_setowner_0

mm_record_login_0

mm_send_fd_0

get_remote_name_or_ip_0

record_login_0
get_canonical_hostname_0

get_remote_hostname_0

check_ip_options_0

ipv64_normalise_mapped_0

mm_request_receive_500

store_lastlog_message_0

login_alloc_entry_0

login_set_addr_0

login_login_0

login_free_entry_0

get_last_login_time_0

login_get_lastlog_0

getlast_entry_0

lastlog_get_entry_0

lastlog_openseek_0

lastlog_populate_entry_0

lastlog_filetype_0

line_fullname_0

login_init_entry_0

login_write_0

login_set_current_time_0

syslogin_write_entry_0

lastlog_write_entry_0

syslogin_perform_login_0

syslogin_perform_logout_0

construct_utmp_0

line_abbrevname_0

set_utmp_time_0

line_stripname_0

lastlog_perform_login_0

lastlog_construct_0

baud_to_speed_500

session_tty_list_500

do_exec_500 do_exec_pty_500

log_init_500

pty_make_controlling_tty_500

do_login_500

packet_set_interactive_500

session_set_fds_500

do_child_500

packet_connection_is_on_socket_500

check_quietlogin_500

display_loginmsg_500

do_motd_500

set_nodelay_500

packet_set_tos_500 packet_connection_is_ipv4_500

channel_set_fds_500

channel_handle_rfd_500

channel_handle_wfd_500

channel_handle_efd_500

channel_handle_ctl_500

channel_check_window_500

sigchld_handler_500

chan_read_failed_500

buffer_put_string_500

destroy_sensitive_data_500

do_nologin_500

do_setusercontext_500

do_setup_env_500

child_close_fds_500

dsa_finish_500

child_set_env_500

get_local_port_500

get_remote_port_500

get_local_ipaddr_500

get_port_500

get_sock_port_500

get_socket_address_500

channel_close_all_500

channel_close_fds_500

channel_close_fd_500 channel_find_maxfd_500

notify_parent_500

session_by_pid_500

session_exit_message_500

session_close_500

channel_request_start_500

channel_cancel_cleanup_500

chan_write_failed_500

packet_put_cstring_500

packet_put_char_500

buffer_put_cstring_500

chan_write_failed2_500

chan_shutdown_write_500

chan_set_ostate_500

session_pty_cleanup_500 mm_session_pty_cleanup2_500

session_by_tty_0

mm_session_close_0

session_pty_cleanup2_0

record_logout_0

pty_release_0

login_logout_0

chan_shutdown_read_500

chan_set_istate_500

chan_send_eof2_500

chan_rcvd_oclose_500
chan_rcvd_close2_500

channel_open_message_500

auth_sock_cleanup_proc_500

mm_is_monitor_500

cipher_cleanup_500

session_destroy_all_0

Figure 8: The OpenSSH server including OpenSSL crypto library calls during a client
login. Caller EUID is used within the nodes, functions called as root are marked red.
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Figure 9: ssh-rand-helper when called during SSH server startup. Again, functions
called as root marked red.


